Cemb ypoBHEM 3aLUTDI
AAHHbIX B CUCTEemMme y4yeTta
3Hepropecypcos bBAJIAHC

BesonacHocTtb 10T YacTo BocnpuHMMAaeTca Kak oyar cboeB. Tem He
MeHee, B 3TOM 06nacTn BegeTcA 6ONbLIOW NPOrpPecc, U MHOMKECTBO
KOMMNaHui paboTaloT Hag peleHuem obwmx npobnem, KoTopblie
npmMeBoaatT K cboam 6e3onacHOCTM, KoTopble 4acTo 6biBaloT B
HOBOCTAX. BOT /ML HECKONbKO NpumepoB npobnem, ¢ KOTOpbiMMK
cTankmBatoTcs B obnactm  HesonacHoctv  loT, ¥ meTogpbl,
pa3paboTaHHble KomnaHuei DIV-COM gns ux peweHums.

Seven levels of data
protection in the AMR/AMI
system BALANCE

loT security is often perceived as a hotbed of failures. Nevertheless,
great progress is being made in this area, and many companies are
working to solve common problems that lead to security failures,
which are often in the news. Here are just a few examples of
problems encountered in the field of loT security, and methods
developed by DJV-COM to solve them.

CeMb YpOBHEW 3al4UTbl AAHHbIX:

Ha ypoBHe poctyna no MWHTepHeT - 6a3a p[aHHbIX. [na
afMMHUCTPATOpa, OMepaTopoB M MoJ/ib30BaTese — naposab C
pacnpegeneHvem npaB Ha ypoBHe ob6bekToB. Peanusauua

«06/1a4YHbIA CepBUC» C OTCYTCTBUEM MNPAMOrO AOCTYNa K AaHHbIM.
Becb cepBuc peanunsyetca Ha 6ase APl uHTepdeiica.

Ha ypoBHe poctyna KoHueHTpatop — 6asa paHHbIX. [1Ba ypOBHA
3aLLMTbl — NEePBbIA KOHLEHTPATOP BbIXOAWUT Ha 3apaHee 3afaHHbIl IP,
He3aBMCMMO OTKYJa MHULMMPOBAHO coeAuHeHue. BTopoi yposeHb
3aLWWMTbl — 3aKPbITbIA NPOTOKOA cBA3K SSL Ha IP coeanHeHuu.

Ha yposHe paguomopaynb — KoHueHTpaTop. CeTu pasgenatorca no
NIOTMYECKMM ajpecam, He 3HaA KOTOPbIA HEBO3MOXKHO peannsosaTb
obmeH JaHHbIMM B paauo-ceTu. [JONOSHUTENbHO WCMOAb3yeTcA
undposan noanNuch. 3akasunk MMeeT BO3MOXKHOCTb CAMOCTOATE/IbHO
N3MEHUTb IOTMYECKUA afipec ceTu.

Ha yposHe paauomoaynb — npubop yuerta. Mcnonb3osaHue
MMMNYNbCHOTO BbIXOAA ANA CHATMA MHPOpMaLMK ¢ npubopa yyeta He
no3Bo/ifeT MNPUHUUMUANBHO «XaKHYTb» CYETYUK — W3MEHUTb
MOKasaHWA WAM HapywuTb YHKUMOHMPOBAHUE npubopa y4yeta.
[ononHunTenbHO coeAMHEeHWe KOHTPO/MPYeTCA Ha LEeNOCTHOCTb —
06pbIB M 3aMblKaHMe.

Ha yposHe paguomopyna — He cyliectByeT B MPUHLMUNE KOMaHAbI
ONA  M3MEHEeHWA HaKan/iMBaeMbIX [aHHbIX Ha paguomogyne.
HakonneHve paHHbIX NPOBOAWUTCA MO AHANOTUM C MEXaHWYECKUM
OTCYETHbIM YCTPOMNCTBOM — TO/IbKO B CTOPOHY HakonieHna. KomaHabl
cbpoca cueTunKa nau ero USMeHeHUA OTCYTCTBYIOT.

Ha ypoBHe 6a3bl gaHHbIX. [lybnmpoBaHue, pesepBHOe KONMPOBaHUe
N KOHTPO/Ib JLOCTOBEPHOCTUN AAHHbIX.

Ha ypoBHe AHanUTUKKU. KOHTPONb MaKCMManbHOro pacxoda 3a 4ac u
33 CYTKW, KOHTPO/Ib PaBHOMEPHOCTU HapacTaHWA AAHHbIX, KOHTPO/b
OTCYTCTBMA  AaHHbIX. [JONONHUTENBHO KOHTPONIb  YHMKA/NIbHOCTU
ceTeBbIX a4 pPecoB paanomoaynei u oy6aMpoBaHUA NaKETOB AaHHbIX.

Seven levels of data protection:

At the level of access via the Internet - the database. For
administrators, operators and users, a password with rights
distribution at the object level. Implementation of the "cloud service"
with the lack of direct access to data. The whole service is
implemented on the basis of the API interface.

At the access level, the concentrator - the database. Two levels of
protection - the first concentrator goes to a pre-defined IP, regardless
of where the connection is initiated. The second level of protection is
a private SSL connection protocol on the IP connection.

At the level of the radio module - the concentrator. Networks are
divided into logical addresses, not knowing which it is impossible to
realize the data exchange in the radio network. Additionally, a digital
signature is used. The customer has the opportunity to change the
logical address of the network.

At the level of the radio module - the metering device. Using a pulse
output to remove information from the meter does not allow you to
fundamentally "hack" the meter - to change the readings or disrupt
the functioning of the meter. Additionally, the connection is
monitored for integrity - open and short.

At the radio module level - there is basically no command for
changing the accumulated data on the radio module. Accumulation of
data is carried out by analogy with a mechanical reading device - only
towards accumulation. There are no instructions for resetting the
counter or changing it.

At the database level. Duplication, backup and data validation.

At the level of Analytics. Monitoring of the maximum flow rate for an
hour and a day, control of the uniformity of data growth, control of
the lack of data. In addition, control of the uniqueness of network
addresses of radio modules and duplication of data packets.

PaccmoTpum BapuaHT nogmeHbl ycTpoicTB. OCHOBHaA aTaka TaKoBa:
NPOTUBHWK CO3[3aeT YCTPOMCTBO, KOTOpPOE WMMUTUpPYeT anmnapaTtHoe
obecneyeHve B cetu loT M UCNONb3yeT CBOe BHOBb CO3JaHHOE
YCTPOWCTBO A1 NOAAYM NIOXKHbIX AaHHbIX B ceTb |oT.

Ecnn TaKoro ycTpoiictBa B CeTM HeT, OHO Monagaetr B pasgen
UNKNOWN u1 onepatop wWAM aaAMWHUCTPATOP CeTU  [OJIKEH
onpeaennTb KyAa 3To YCTPOMCTBO OTHECTU.

Ecnu 310 yCTpOIACTBO OnepaTopy HEU3BECTHO, OHO TaK M OCTAHETCA B
pasgene UNKNOWN.

Ecnn e 3TO YCTPOWMCTBO WU3BECTHO CeTU — KOHTPOJMpyeTcA
YHUKa/NIbHOCTM CeTeBblX afApecoB paauvomoayner u aybnnposaHua
MaKeToB [aHHbIX, CNefoBaTeNbHO CUCTEMA BbIAACT OWWBRYy —
nybnvposBaHMe ycTpoWCTB. [ONOMHUTENbHO KaKAoe YCTPOWCTBO
MMeeT NPUBA3KY K CBOEMY KOHLEHTPaTopy, T.e. Henb3A Npucnatb
naKeT € Apyroro KOHUEeHTpaTopa — CUCTeMA BblAacT npeaynpexaeHve
agMWHNUCTPaTOpY.

Consider the option of spoofing devices. The main attack is as
follows: the enemy creates a device that simulates the hardware in
the loT network and uses its newly created device to feed false data
into the loT network.

If there is no such device on the network, it falls into the UNKNOWN
section and the operator or network administrator must determine
where this device belongs.

If this device is unknown to the operator, it will remain in the
UNKNOWN section.

If this device is known to the network, it controls the uniqueness of
network addresses of radio modules and duplicates of data packets,
hence the system will give an error - duplication of devices.
Additionally, each device has a binding to its concentrator, i.e. you
can not send a packet from another concentrator - the system will
alert the administrator.




