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The power distribution industry is fast moving towards adoption of smart
grid technology. It is seen as a major step towards better monitoring of
electricity networks including metering infrastructure. However one innate
problem remains: monitoring has no benefit without interpretation and
without obtaining conclusive information from the data flow.

Modern utility businesses now face many unique challenges that were
previously unknown. Issues related to quality as well as unaccounted for
electricity, either through theft or transmission losses, still present the
biggest challenge and financial risk, especially to utilities in Africa, Asia and
Latin America.

T&D losses are a major issue with utilities in most countries. The problem
seems to be both the collection of data and how to find an effective and
accurate way to utilize the data. In a country such as India where there are
roughly 170 million connections, detecting the losses is no easy task.

Since almost a decade ago, under the APDRP programme almost all
Indian utilities have replaced their electromechanical meters with static
meters. However, except for a very few utilities, most of them are still facing
the problem of high T&D losses and have no information about the quality of
the network and supply status. It is important to note that while one utility is
able to reduce its losses drastically, another fails to reduce its losses.
Utilities in the state of Delhi, India, have been able to reduce their losses
substantially.

The installation of intelligent meters or smart meters (AMI) that can
generate a vast quantity of information alone is not sufficient.

The mantra for success is to download as much data as possible from the
single phase/3 phase/AMR meters and analyze it. Industry experts can
justify that data analytics is probably the best way of approaching detection
of theft and quality issues in the modern electricity grid. Needless to say it is
not possible to do this manually.

As of today, the data is mostly analyzed to generate reports on network
health, bulk energy purchase and load patterns of grid, feeders and
transformers. Utilities are utilizing data analytics at the grid level or the
transformer level only. However, to obtain a true understanding of any
situation, we need to extend it to beyond this point and apply it at the
customer level. The analysis of data at the consumer side is crucial as it
reflects the true end-to-end picture about quality of supply and can further
help in planning and reduction of losses.

ANALYSIS OF CONSUMER METER DATA The prime purpose of the
consumer meter is to generate consumption data for billing and tariff
purposes. However, meters generate a lot of data, which, when combined
with logic, can be used not only for billing but also to drive information about:
* Quality of supply at the consumer end

* Quality of installation

* Quality of meter

* Electricity theft

* Technical loss

* Quality of load.

Out of all of these parameters, information about electricity theft is the most
important in order to reduce losses.

THEFT ANALYSIS MATURITY LEVEL Utilities in general require extensive
IT skills to trace electricity theft. The maturity level of analytics is changing
with time in order to improve the strike rate and to identify newer theft.
Further, it helps in generating data evidence, which can be used to
prosecute culprits.

AHanutuka aaHHbIX yyeta — ATb ypoBHeW aHanusa
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PacnpepenutenbHble CeTW 3NeKTPOSHeprun  ObICTPO  OBMXYTCH K
TEXHOMOTUN MHTENNeKTyansHon ceTW. VHTennekTyanbHas CeTb  BaXHbIA
war Ha nyTu Bonee 3hHeKTMBHOMO KOHTPONS 3a 3NEKTPOCETAMM, BKNKOYAs
uameputensHble npubopbl. Ho ogHa BpoxaeHHas npobrnema ocTtaertcs:
MOHWUTOPWHT HEe MMeEeT HUKakoi nonb3bl Be3 aHanuTuyeckoin obpaboTku u
Bes nonyveHns ucyepnbiBalolen MHGoOpMaUMM U3 NOTOKA AAHHBIX.
MocTaBWMKM 3HEProHOCMTENEN Ceilyac CTankMBalOTCH C YHUKanbHbIMM
npobnemamu, koTopble paHee Obinu HewsseCTHbl. Bompochbl kacatoTcs
kayecTBa, a TaKke MOTepb 9HeproHocutenei, nubo B pesynbTate
BOPOBCTBA NNOO TEXHMYECKUMM MOTEPSMM, YTO SBASIOTCH Npobnemon w
(hMHaHCOBbIMK puckamu, ocobeHHo B Adppuke, A3nm n JlaTnHekon Amepuki.
Motepu rnaBHas npobrnema nocTaBlWuKoB B OONbLMHCTBE CTPaH.
lMpobremaTnyeH kak cOop AaHHbIX, Tak U 3EKTUBHBINA 1 TOYHBIA COCOD
nX ucnonb3oBaHus. B Takon ctpane, kak Wnaws, roe npumepHo 170 MnH.
notpebutenen,  BbiABMNEHWS  MOTepb, 3ajaya He M3 Nerkux.
[ecatb net Hasag, B pamkax nporpammbl APDRP noytu Bce uHAnACKue
MOCTaBLLUMKN 3aMEHWUMN 3NIEKTPOMEXAHNYECKUE CHETUNKMA HA SMEKTPOHHBIE.
OpHako, 3a UCKITIOYEHEM HEMHOTUX MOCTaBLLMKOB, BOMBLUMHCTBO M3 HUX [0
CMX MOp CTankMeawTcs C NpobremMoi BbICOKMX MOTEPb W HE MMeroT
WHOpMaLWKM O KayecTBe MOCTaBASEMOrO pecypca 1 pacnpeaenuTensHom
ceTn. B To Bpems kak ofuH NOCTaBLLMK CMOCOOEH YMEHbLUNTL CBOM NOTepH
CYLLiECTBEHHO, ApYroil He B COCTOSIHUW 3TO cAenatb. lMocTaswyk B [enu,
Wrans, cmor YMEHbLUNTL CcBOU notepu CYLLIECTBEHHO.
YcTaHOBKa MHTENNeKTyanbHbIX cyeTunkoB (AMI), koTopble reHepupytoT
OrPOMHOE  KOMM4ecTBO WHGopMauuM, camo no cebe He [OCTaTOuHO.
3anorom ycrexa SBMSIETCA MOMyyeHWe AaHHbIX M3 OAHOMA3HbIX W
3 dasHbix (AMR) cuetumkoB M ux aHanm3. OTpacneBble 3KCMEpThbl
MOATBEPAAT, YTO aHaNUTUYECKUA aHanu3 AaHHbIX 3TO NMyylwWiA cnocob
obHapyXeHWs BOPOBCTBA W KOHTPONS KayeCcTBa B  COBPEMEHHbIX
anekTpoceTax. PasymeeTcs, BpyuyHyld 9TO CAenatb  HEBO3MOXHO.
Ha ceropHsAWHWIA AeHb, JaHHbIE aHANU3NPYIOTCS NS reHepaLyun OTYeToB
paboTocnocofHOCTH ceTn, 0OBEMOB 3aKyNKu SHEPrOHOCUTENS U 3arpysku
ceTu, dugepos K TpaHchopMaTopoB. MOCTaBLLMKW MCMONbB3YIOT aHANUTUKY
AaHHbIX TOMbKO Ha YPOBHE TPaHC(OpMaTopoB. [ns NONyYeHNUst MCTUHHOTO
MOHMMaHWs MoBoit cUTyauumn, Mbl AOMKHBI PAcMpoOCTpaHUTb aHanua o
YpoBHS noTpebutens. AHann3 AaHHbIX HAa CTOPOHe NoTpebuTens oTpaxaet
WCTUHHYIO KapTWHY O Ka4yecTBE OHEPrOHOCUTENs W MOXET MOMOYb B
nnaH1poBaHuu " CHIKEHWe noTeps.
AHANKU3 OAHHbIX MOTPEBUTENA Lenb cuetumka noTpebutens ato
nepefaya faHHbIX O MOTPeONeHMM NS BbICTABMEHUS CYeTa W TapudHbIX
uenen. Ecnu cyeTumku reHepupytoT BOMbluOe KONMWMYECTBO OaHHbIX, TO B
COYETaHUM C FIOTVKOW, OHW MOTYT ObITb MCMONb30BaHbI ANS ONPeAeneHus:

* KauecTBa aHeproHocuTens asis KOHeYHoro notpeburens

* KauecTBa yCTaHOBKM CYeTUMKa

* KauecTBa camoro cyeTymka

* BopoBCTBO 3HeproHocuTens

* TeXHU4YEeCKMX NoTepb

* Kayectsa notpebneHus.

N3 Bcex aTWX mapameTpoB, WHGOPMALWs O BOPOBCTBE 3NEKTPOSHEPrUM
fBngeTcA  Hauboree  BaXHbIM  ANS YMEHbLUEHWS  MOTepsb.
MHOrOYPOBHEBbIA AHANWU3 TpebyeTcsi LIMPOKUE MHTENMEKTYanbHble
3HaHWA ANs OTCNEeXWBAHWSA KPaXW 3MEKTPO3HEprui. YpoBeHb 3penocTy
aHanuTUKN MEHSIETCA CO BPEMEHEM B CTOPOHY YMYYLLEHUS JOCTOBEPHOCTY
obHapyXeHus W onpefeneHns HOBbIX kpax. [laHHble aHanuaa MoryT
CIyXWTb A0Ka3aTenbCTBOM Npy CyaebHOM paccregoBaHuu.

Level 01: Consumption data
This maturity level of theft 100

analysis is  based on s
consumption data and trend

and is the simplest of all. -
However, the strike rate is g0
generally low and consumption gm

trend alone cannot be treated
as evidence for theft. 200
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Level 01 theft detection from consumption data

YpoBeHb 01: [laHHble
notpebneHus. 3TOT ypoBEHb
aHanu3a BOPOBCTBA OCHOBaH Ha
JaHHbIX 0 notpebneHun u
NporHo3ax W SBRSIETCS CambIM
npocTeiM. Ho  pocToBepHOCTb
OBHapyxeHWsl, kak  npasuro,
HM3Kasi, a NporHo3 noTpebneHus
He MOXeT paccMmaTpuBaThCs B
KayecTBe [oKa3aTenbCTBa Kpaxu.
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However, this requires a very high level of experience to carry out
benchmarking and effort to collect secondary data. The biggest advantage in
this maturity level is that it takes into consideration variations in consumption
due to common factors like weather and market demand. This can be the
single option for analytics if meters generate consumption data only.

Ons atoro notpeGyeTcs GOMbLUIOM OMbIT NPOBEAEHUS CPABHUTENBHOTO
aHanM3a W ycunus Ans cBopa BTOPUYHbIX [aHHbIX. Camoe Gonbluoe
MPEUMYLLECTBO 3TOMO YPOBHS aHan13a To, YTO OH YYUTHIBAET U3MEHEHNS B
noTpeGnenHnn oT OBLLUMX (haKTOpOB, TaKMX Kak MOroda W PbIHOYHBIN CMPOC.
3T0 MOXeT ObiTb E€OMHCTBEHHbIM BapuaHTOM AN aHanuTWKW, €ecrun

Level 03: Addition of meter abnormality
identifications
Many newly designed meters directly identify

abnormalities and log events caused by theft. This
maturity level is based on using such data as well as
consumption patterns to identify the theft. In general
such leads have a high strike rate, but can only identify
theft according to predefined criteria.

Level 03 theft detection combining meter abnarmality
registrations with consumpion data

CYETYMKN nepeaatoT TONbKO AaHHble O ﬂOTpeGﬂeHMM.

YpoBeHb 03: BctpoeHHasi B cHeTUYMK (hyHKUUA
ornpeAeneHns BOpOBCTBa

MHOrMe CYeT4nKM HOBbIX pa3paboTok camu BbISBSKOT
aHoOManuu 1 QUKCUPYT COBbITUS BbI3BaHHbIE KpaXei.
AHanua OCHOBaH Ha MCMONb30BAHMK 3TUX AAHHBIX, a
Takke npoduneit notpebneqns. OH WMEET BbLICOKYIO
[O0CTOBEPHOCTL OBGHAPYKEHWS, HO BbISIBISIET BOPOBCTBO
no 3apaHee yCTaHOBMNEHHBIM KpUTEPUAM.

Level 04: Meter YposeHb  04:  U3mepenue
instantaneous  parameters MrHOBEHHbIX napameTpoB
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is easier to do analytics and aHanus u BbISIBUTb BOPOBCTBO.
identify theft.

Analytics is nothing but analysis of data to derive information. The main
thing is to find relationships between data and information.

Filters to sort out consumers involved in theft can be designed based on
logic using data related to consumption, secondary data, tamper events and
instantaneous parameters. Needless to say this maturity level has a very
high strike rate, has wider acceptance by judiciary, and can even detect new
methods of theft. However, as mentioned, it requires a very high level of skill
to define filter logic.

Level 05: Artificial intelligence (Al) The biggest drawback with all above
maturity levels is that one has to define filter logics beforehand to analyze
the data and recognize consumers involved in theft. In order to improve the
strike rate, one has to review the logic, develop new logic or amend the
logic, which requires extensive knowledge. In brief, it is the quality of filter
logics and data that decides the strike rate.

AHanuTMKa He 4To MHOE, Kak aHamn3 AaHHbIX ANs NoMyyYeHns MHopMaLmm.
[MaBHOe HaWTM B3aMMOCBA3b Mexay AaHHbIMM U WHCbopMaumed.
AnropuTMbl  BbISIBNIEHNS Kpaxu pa3pabaTbiBatoTCa Ha OCHOBE NOrMKY,
npocuneit notpebneHns, BTOPUYHBIX AaHHbIX, COObLITMIA BOpOBCTBA M
MrHOBEHHbIX NapameTpoB. ECTECTBEHHO 3TOT ypOBEHb aHanMsa WMmeer
OYeHb BbICOKY0 JOCTOBEPHOCTb, MPU3HAETCS CYAEBOHON CUCTEMOI, N MOXET
paxe obHapyxuBaTb HOBble crocobbl kpaxw. Bce geno B TOoM, uyTOObI
OnpeAenuTb NOrMKY BbISBMEHNS TaKoro cobbITHS.

YpoBeHb 05: UckyccTBeHHbI uHTennekT (UMW) Hanbonblumin HegocTtaTok
BCEX BbllLE MEPEYNCNEHHbIX YPOBHE! aHanusa B TOM, YTO HYXHO 3adaTb
3apaHee NOTWKY aHanu3a AaHHbIX M pacrosHaBaHWs BOpoBCTBa. YTo6bl
yNyylWWTb  BOCTOBEPHOCTb, HEobBXoAWMO MOCTOSHHO nepecMaTpuBaTh
FIOTVKY M pa3BuBaTb HOBYKO, 4TO MOTPebyeT OBWMPHbIX 3HaHWIA. KayecTso
aHanuTUKA 1 AaHHBIX ONPEAEnsIoT BbICOKYIO 4OCTOBEPHOCTb.




The 5th maturity level is based on two basic principles:

a) For two events having a similar trend then it is expected that their outcome
will also be similar

b) Utilities by now hold huge banks of meter data, consumption data and
secondary data information on successful and unsuccessful leads as
identified through levels 1-4 of the analytics.

The key question is can we use this concept in electricity theft detection,
when all we have is numbers? The answer is yes, we can.

Electricity theft is born out of human behaviour, which is reflected in the
consumption and electricity pattern recorded.

Below is the working principal of this maturity model:

* ldentify cases where confirmed theft was observed in the past

* Plot the data of various parameters and identify the trend

* Filter by consumers showing a similar trend for a given set of parameters
* Record outcome success/failure into the system to further refine the logic
* Use employee knowledge of metering to further refine the logic.

5-bI ypoBeHb aHanu3a GasvpyeTcss Ha ABYX OCHOBHBIX MPWHLMNAX:
a) Ans ABYX COObITUI, UMEIOLLMX aHAMOTUYHbIE TEHAEHLMM, OXMAAIT, YTO

1X pesynbTar byneT aHanornyHbIM

©) NOCTaBLLUMKA YCMYT HAKOMUMKM  OrpOMHYI0 Ba3y AaHHBIX CO CYETUMKOB,
JaHHble 0 moTpebneHnn n BoMbLIO OMbIT NO YAAYHBIM W HEYAAYHbIM

nporHo3am BOpoBCTBa Ha base 1-4 ypoBHEN aHanUTLKM.

Moxem M Mbl MCMONb30BaTb 3Ty KOHLEMLMIO Anst OBHAPYKEHNS Kpaxw,
korga y Hac ectb Bce Lumdpbl? OTBET - 4a, Mbl MOXEM.

BopoBcTBO 3HeproHocuTenen poxaaeTCs 13 YENOBEYECKOTO NMOBEAEHNS,
4TO OTpaxaeTcs B Npochunsx NoTpebneHns sHeproHocuTens.

Hwxe npvBeaeH NpyHLMN 3TOM MOZENV aHanuaa:

* OnpepennTb  ycrelHble cryyav oGHapyXeHUsi BOPOBCTBA B MPOLLIIOM
* 3admkcupoBaTb  pa3nnyHble  NapameTpbl W OMpefenuTb TeHOEeHLMo
* AHanu3 noTpebuTenen C aHanmoOrMyHOM TeHOeHUMel napameTpoB
* 3anuch pe3ynbTaToB yaada/Heygada LS yTOYHEHNS NOTVIKK

* Vicnonb3oBaHwe 3HaHWit COTPYAHMKA y4eTa Ans YTOUHEHUS TIOTUKN.

The biggest advantage of the — Camoe GonbLioe
5th maturity level of analytics Averags curve for domestic gonsumer fora day seescmen| | DEMMYWECTBO  5-TO  YPOBHS
using Al is the self improving — aHanuTUKN um 310
nature of the software. Plus = CaMOYyCOBEPLLEHCTBYOLLAACH

any type of data can be used - ?nuerap»cnlcumo'orﬂucwl"f conumer nporpaMma.  Jlobble  TUMbI
to make the filters. It is | 23 JaHHbIX moryT ObITb
equivalent to testing neurons | 1% MCronb3oBaHbl Ana aHanusa. 31o

4k~ Curve cbserved for consumers found involved in theft
and.genes of the human body am kak TECTMpOBaHue reHoB
to find out about cancer and B NS ENEEEREEEEEEEEEEEEER YeroBeyeckoro  Tena,  4Tobbl
other disease traces. Time of Day y3HaTb O pake U Apyrux cregax
Level 15 theft detection using artificlal inteligence 60n €3HU.

This concept of analytics can be used not only to identify theft but also to
identify faulty meters and quality problems, etc. The logic can even be
extended to identify consumers who may default or consumers who will
increase their load requirements, etc. The major aim is to develop a system
born of experience and continued analysis. Day by day, new ways of
tampering with meters come into play so in such a dynamic environment it
becomes imperative to develop a flexible system which learns from the past
issues, predicts the likely trends for future/unforeseen issues, and keeps
learning from its experience to make sense of the bigger npicture.

CONCLUSION The installation of smart meters and AMI alone does not
guarantee the reduction of T&D losses. As such, this infrastructure will
neither generate additional data nor will it carry out additional analytics.
The benefit is that it helps in collecting more data in real time.

Using this innovative approach of combining electrical engineering and
artificial intelligence, the aim is to detect all the possible abnormalities in the
system caused either by theft or technical faults, learn how to recognize
those  characteristics, and take the  appropriate  action.

Finally, a word of precaution for those in the process of developing
analytics based on meter data: One cannot have the 5th level of maturity
unless you have the systems and hands-on experience of maturity levels 1-4.
There is great need for analytics, whether based on consumption data, meter
data or both. It is required not only to identify theft or revenue loss, but can
be used for many applications such as power quality, network reliability,
breakdown prediction. etc.
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3Ta KOHLenUMA aHaNMTMKMN XOpOLLA KaK ANs BbISBNEHUS Kpaxw, TaKk  Ang
BbISIBNEHUS HEWUCMPaBHbIX CYETUMKOB, KOHTPONSA kayectsa u T.. Jloruka
MOXeT BbiTb pacnpocTpaHeHa [ns BbISBMEHUA HennaTenbLUMKoB, Ans
YBENWUYMBLUMX CBOK Harpysky W T.4. [NaBHOE - 3TO pa3BUTME CMCTEMb,
HaKOMMEeHMe OnbiTa 1 MOCTOAHHBIA aHanu3. [JeHb 3a JHEeM, HOBble Crocobb
BOPOBCTBA BCTYNaloT B WIpy, Tak YTO HeoBXxoamMo paspabotatb CUCTEMbI,
KOTOPbIE YYMTCS Ha MPOLLIIOM OMbITE, MPOrHO3UPYIOT BEPOSITHBIE TEHAEHLMN
Ans Gymyliero, npedynpexaalnT BO3MOXHbIe NPOGNEMbI, U NPOAOIKAIOT
YUMTbCA Ha CBOBM OMbiTe, MbiTasiCb NOMYYMTb OOLLYID  KApTHHY.

3AKMKOYEHUE YcraHoBka MHTENNEKTYamnbHbIX CYETYMKOB W CUCTEMbI
yyeTa He rapaHTUpYeT CHWKEHME TEXHUYECKWX MoTepb M BopoBcTBa. Kak
TakoBas, 3Ta WHMpacTpyktypa He OydeT [faeatb  AOMOMHUTENbBHYIO
WHpopmaumio M He BydeT npoBOAUTL  [OMOMHUTEMbHBLIA - aHanW.

C nomoLybio MHHOBALIMOHHOTO NoAxofa 0GbeaMHEHNS ANEKTPOTEXHUKM U
WMCKYCCTBEHHOTO WHTENNeKTa, BO3MOXHO OOHapyXeHWe OTKIOHEHWU B
CMCTEME BbI3BaHHbIX BOPOBCTBOM WNM TEXHUYECKAMU MOTEPSIMM, Y4ach
pacno3HaBaTb WX XapakTEPUCTMKW 1M MpUHMMAaTbL Haanexalue Mepbl.

HakoHeu, HeCKONbKO CNOB MpPeAOCTOPOXHOCTM NS Tex,
3aHNMaeTCs pa3paboTKOM aHaMMTUKA HA OCHOBE AaHHbIX CO CYETHMKOB:
Bbl He MOXeET UMeTb 5-r0 YPOBHS aHanmaa, ecriv y Bac HET CUCTEMbI yyeTa
1 NPaKTU4eCcKoro OnbiTa aHammsa yposHeit 1-4. CywectByeT Gonbluas
noTpebHOCTb B aHanuTuke, Oyab OHA HAa OCHOBE AAHHBIX O MOTpedneHuu,
JIaHHbIX CO cYyeTyMka unu oboux. AHanuTUKa Heobxoauma He TOMbko Ans
BbISIBMIEHNS BOPOBCTBA WMNM TEXHUYECKUX NOTEpb, HO MCMOSb3yeTes NS
MHOMMX MPUIOXEHWA, TaKUX Kak KOHTPONb KauyecTBa SNEKTPO3HEPruM,
HaJEXHOCTb pacnpeaenuTeNbHbIX CeTel, NOATOTOBKA MPOrHO30B. U Ap.
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